Bonpoc

OTBeTbl U KOMMEHTA pun

Kakas Bepcua RDP amynupyetca?

Bepcusa RDP 3aBucut ot Bepcum cepsepa Windows

Kakas Bepcusa RDP amynupyetca? fl npo npoTtokosn RDP
crnpalwmBan Bac. Y Hero MHOro pasHblx Bepcui.

Bepcusa RDP 3aBucut ot Bepcum cepsepa Windows

A Yem 3TO peLleHue Nyylle CTaHAAPTHbIX cpeacTs Windows?

[aHHoe peleHune no3sosseT paboTtatb Kak ¢ Windows, Tak u ¢ Linux
cuctemamu

Kak ocyLuecTBnseTcs nepesos TepMUHANbHOTO
cepBepa/cepBepos B 06CNYKMBAHME NPU HANUYUK
AKTUBHbIX MOAKNOYEHNI NONb30BaTENeN?

3anpeT HOBbIX MOAK/IOUYEHUI BbINOHAETCA U3 uHTepdelica Tepmut

Kak ocyLuecTBnseTcs nepesos TepMUHANbHOTO
cepBepa/cepBepos B 06C/NyKMBAHWUE NPU HANNYUM
aKTUBHbIX NOAKNIOYEHMI NoNb3oBaTenein? C HoBbIMU
NOAKOYEHUAMM NMOHATHO, @ YTO Mbl AENIAaeM C yXKe
aKTUBbIMM? EC/IM BO3MOXKHOCTb NEPEHECTU UX CECCUM Ha
Opyroi cepBep UM LEHTPasIM30BaHHO OTK/IIOUUTb UX?

OTKprTbIe CeCCUU racaTca n cepsepa nepeBogAaTCcA Ha 06C!ly)+(VIBaHVIe

1. ECTb 1 BO3MOXXHOCTb OrpaHUYeHUA KoanyecTsa ceccuin
ANA nonbsosatena? 2. [ae v Kak xpaHATca npoduau
nonb3oBaTesnei? ecTb I 04HOBPEMEHHOE UCMO0/b30BaHNe
04HOro NpodunaA ¢ HeCKONbKUX ceccuin?3. OTpabaTbiBaeTca
M 06pbIB CETU CO CTOPOHBI NoNb30BaTena? byaet au
COXpaHeHa ceccua Npu nepenoaKItoHeHNN?

1) Hert, TaKo BO3MOXHOCTM HeT. 2) Ha AaHHbI MOMEHT npoduam
JIOKaNbHble U XPAHATCA Ha TepMUHANbHOM cepBepe. MNepemeltaemble
npodunm byayT peannsosarbl B H1 2025 r. B cpeae windows umeetcs
BO3MOHOCTb UCNO/Ib30BaTb BCTPOEHHbIE CPEACTBA ANA YNpaBieHus
npodunamu. 3) Ceccua nepeirgeT B ctatyc OTKAKOYEHA M Y NONb30BaTeNA
6yAeT BO3MOKHOCTb NEPENOAKNOUNUTLCA

€CTb /I NPUNONKEHUA Ha Macos?

Oa

Kakune TpeﬁOBaHMﬂ K KaHanam ceasu?

MNpo6poc Bnaeo - 3.7-4 M6ut/cek, npobpoc npunoxkenuii - 0.7 Méut/cek

ecNu cKaumBaTb Gpalin B yaaneHHoM Bpaysepe, TO Kyaa OH
6yAeT ckaunsaTbea?

Ha noKasnbHyto Nanky nosb30BaTeNs, KOTOPbIN BbINOHAN CKaunBaHue
daiina (nanka "3arpysku", iMbo gpyras HaCTPOEHHAs MO YMOAYAHMIO)

noaaepxka 2fa?

[OsyxdakTopHas ayTeHTUOMKaLa byaeT peanusosaHa B Q4 2024r.

CKONbKO pecypcos NoTpebaseT ogHa TepMUHaNbHanA
ceccnn? CKONbKO CECCUIt MOXKET 04HOBPEMEHHO paboTaTh B
rpadurKe Ha ogHOM xocTe?

3aBucuT oT Cal‘/‘l3VIHI'a..., HO O4HO NPUNOXKeHMe = 04Ha ceccua

Kak peanusyetca orpaHuyeHune ana nonb3osaTenei
ynpasneHue 6ydbepom obmeHa v Apyrummn GyHKLUAMM
noAKNtoYeHNA?

3anpert 6ydpepa obmeHa BO3MOXKEH Ha CTOpPOHE Nonb3oBaTens. Ha ctopoHe
agMuHUCTpaTopa GyHKUMOHan byaeT peannsosaH B H1 2025 .

ECTb M BO3MOMHOCTb OFPaHUYUTL NOAb30BaTENA B
HaCTpOMKax NOAKNOUYEHMSA, BbINOAHATb HACTPONKM AOMKEH
afMUHWCTPATOP.

Oa

CKOJIbKO BPEMEHM KMBET CECCUA HA TEPMUHANBHOM cepBepe
nocne o6pbiBa KNAMEHTA, U MOXHO Y PEAAKTMPOBaTb BpeMs
JKU3HU ceccum?

PenakT1poBaTh BPEMA XKM3HM BO3MOXKHO. 10 ymon4YaHuio
NPOAOKNUTENBHOCTb.

€C/IN PacCMaTpPUBAEM MOAKIIOUEHUA K pabounm
cTonam/3anyck npunoxexuii ana Windows - 4eCTHO Tak U
He MOHAN NOKa, B Yem CMbicn TepmuTa, ecu Bce 3To
peannzoBaHo B MS RDS, yunTbiBas 4To Bbl TaK e
ucnosbayete RDP. /IMLEH3MM ANA 3TOrO Y MHOTUX KaK 6blin
TaK n octanucb. Tem 6onee Tepmut cam ucnosbyet RDS
AN 3anycka npunoxerHuii Windows

TepmuT no3sosnseT 3anyckatb Windows npunoxkeHus Ha Linux cuctemax

Mpo6poc UM ecTb? YaaneHHoro USB

MNpo6poc 3N - peannsosaH. Mpobpoc yaaneHHoro USB -HerT.

€CTb /I KOHCONbHbIN linux-KANeHT ans termit?

[a

MnaHWpyeTca UCNOb30BaHMWE APJIbIKOB NPUNOKEHWUI HA
paboyem cTone? Bo3aMOXKHO NOC/e BHEAPEHUA NOALEPHKKM
SSO ?

Mcnonb3oBatb APAbIK I'Ipl/IﬂO)'KeHVIl‘/II Ha pa60qem CTOoNe - BO3MOXHO.




M3 Windows KnneHTa noakatoueHne Ha Linux cepsep naert
no npotokony RDP nnun no X2Go? Ecim X2Go, To KnneHt
Windows cmoskeT paboTaTtb ¢ 1C B noaHom pabouem ctone
Ha Linux cepsepe no kaHany 1IMéut?

MoaKnoYeHWe OCyLLEeCTBAAETCA C UCNOb30BaHWEM NpoToKona X2Go.
3anyck 1C 1 paboTta c HUM BO3MOXKHa.

Buaeokamepbl ¢ KAneHToB paboTatoT? Ha Win 1 Ha Linux?
TpebytoTca gpaiiBepbl Uan NpobpacbiBaeTcs TO/NbKO BUAEO?

DyHKUMOHaN paboTbl ¢ BUAeOKamepamm byaeT peannsosaH B H2 2025

Termit nosbiwaet 6e3onacHOCTL 06MeHa AaHHbIMM
(ayTeHTUdUMKauma n npoyee) npu paboTe Ha KaneHTe?

[la, koHeuHo. C nomoLLbio WwudposaHua TpaduKa.

MONUTUKM alMUHUCTPATOPa NO HACTPOWMKM KayecTsa ceccum?
Hanpumep orpaHMyYeHne KayecTBo 3BYKa BUAEO B bpaysepe,
KauyecTBO CamMoi KapTUHKM nepefaBaemMom Ha KAUEHT?

[aHHbIN dyHKUMOHaN byaeT peanvsosaH B H2 2025

Bonpoc npo 3awuTy ot nogbopa napons. Bbl ckazanu ectb
HaCcTPoOMKa 6NOKMPOBKM YYETHOM 3annCK NPU HECKOJTbKUX
MOMbITKax C HeNpaBuAbHbIM Naponem. Ecau
3/10yMbILLNEHHWUK 3HAeT NOTUH, U NbiTaeTca nogobpath
naposib, y4eTKa nosib3osartens byaer 3abokMpoBaHa nocne
Tpex NonbITOK. KaKk 3awuTuTbea oT 3T0ro? ECTb BO3MOMKHOCTb
6aHuTL MO IP ?

[nsa cobnopeHuns pernamerTos MB 1 3awmTsl ot nog6opa naponeit
BCTPOEHHOW YYETHOW 3anncK agMUHUCTPaTopa.

AAMUHUCTPATOP B MeHto "HacTpoiikn' 3agaet napameTpbl 610KMPOBKU
BCTPOEHHbIX YYETHbIX 3anuceit

BKAtOYaeT NoNuTUKyY

3a/laeT KONNYECTBO HeyAauHbIX NOMbITOK BXOAA

3apaeT cpoK 610KUPOBKM B MUHYTaxX

B AanbHeiwem, Npu NpeBbILLEHNM KOMYECTBa HeyAauHbIX MOMbITOK BXOAa,
BCTPOEHHAs y4eTHasA 3anmcb 6N1OKMpyeTca Ha yKasaHHbIN nepuog. Kacaemo
610KMPOBKM IP - 3TO He PYHKLMOHAN CUTEMbI TEPMMUHAIBHOTO A0CTYNA.

MMUNOT ecTb M Kakne CpOKM?

Heobxoanmo caenatb 3anpoc Yepes Konner us softline:
E.Kryutchenko@softline.com

Balue peweHue, KanMeHT 6e3 yyactus cynopra
AnCTpUbLIOTOPa M BEHA0PA B COCTOAHUM MOCTaBUTL?

[la, Mbl NOATOTOBUAMN MHCTPYKLMIO NO YCTAHOBKE C MOAPOBHbIMM Laramu.
Tak:Ke NoApo6HO MOXKHO 03HAKOMMUTLCA C AOKYMeHTaumel Ha Wiki
https://wiki.orionsoft.ru

MNoaaepkuBaeTca M MyNbTUAOMEHHAA aBTopusauma? Ectb
Y uHTerpaums c ADFS?

MynbTMAOMeHHan aBTopu3aLma naaHnpyeTca B cned.penmse. Maaxbl no
mHTerpauumn ¢ ADFS TaK ke ecTb.

EcTb M npobpoc ckaHepoBs?

CKaHepbl A0/1XHbl paboTaTtb, 06bI4Hble USB ycTpoicTBa. MosKeTe yTOUHUTb
mogens?

Ectb M npobpoc ckaHepoBs?

Kyocera ecosys m2040

ECTb 1 MOBUNBHbBIV KAUEHT?

[o6pbit aeHb! KnnenTa ans 10S / Andoroid Ha TeKyLWMiA MOMEHT HeT.
PaboTaem B CTOPOHY BEO-K/MEHTA

TeHeBOe NOAK/OYEHWNE B CeaHC Nosib3oBaTens
peann3oBaHo? OyHKUMA YNPaBAEHUA BHYTPU CECCUM
[OCTYNHO?

TeHeBOe NoaK/toYeHMe HaxoamTca B paspaboTke - H1, 2025

EcTb nogpeprkka AD?

[a, nogaepkka AD ecTb.

a C NOMOLLbIO Yero peannsosaHbl "Cepsepbl 6anaHcMpoBKu"
2

BanaHCcMpoBKa MeKay cepBepamMm ocyLLecTBiseTca 6pokepom.
Monb3oBaTtenn nogknoYatoTcs Yepes 6anaHCUPOBLLMK, KOTOPbI
onpegenseT Hanbonee NnoaxoaawmMn Gpokep ana obCayKUBaHUA.

MNoaaep»usaetcs v B Kayectse CYB/, - Tantor (o1 MK
AcTpa)?

[a, oHa peannsoBaHa Ha 6a3e PostgreSQL, noaaepxunsaetcs.




Kak ocyLiecTBAseTcA 3alumMTa W3a NOAKN0UYEHU I
BHELLIHUX KANeHTOB? Mcnonb3ytoTca v cepBuchl 2FA?

LLinto3 ucnonbayeT WwWndpoBaHHbIN NPOTOKOA ssh, B3anmogaeincTene mexay
6anaHcuposLMKom 1 Bpokepamm no 443 3alumieHHOMyY npoTokony. s
NPYMeHeHUA 3almTbl OT nepebopa Nnapoaeit BO3MOMKHO UCMO/b30BaTb
LUMPOKO M3BECTHbIE CPEACTBA, TakuMe Kak fail2ban, Hanpumep.

Y Citrix (v 8 MS RDS) ecTb yH1BepcanbHble gpaisepbl 4ns
NPUHTEPOB, U €CTb BO3MOXKHOCTU ManuTb Apansep K
ycTpowcTy. Kak y Bac ¢ aTum?

MoafepsK1BatOTCA NPUHT-CEPBEPA PELLEeHUsA Takue Kak Printum, Hanpumep.

B poagmarne - "noaaeprkka HOBOro NpoTokona", a uTo 3a
npoTokon?

Ha TeKyLmnit MoMeHT HaxoauTcs B pa3paboTke - H2, 2025

Hackonbko 6pokep 3ameifeT paboTy U CKObKO pecypcos
bepet?

4vCPU, 4 Tb RAM. Bpokep pekomeHayem pasmelyaTb Ha oTAeNbHoW BM, oH
He 3amegnAeT paboTbl Nonb3oBaTeNei.

B uém 3akntouaerca uHterpauma c zVirt?

B BO3MOKHOCTU pa3BepHyTb M3 WabnoHa HOBbIN cepBep U aBTOMATUYECKM
[06aBUTb ero B rpynny cepsepos.

MosKeT yxke 6b110 U npocnylan. 3To pa3paboTka ¢ Hyaa uau
Ha 6ase TeKyluen TexHonornm RDS?

Mbl pa3paboTanu MynbTUNPOTOKOLHBINM 6poKep Ana paboTbl cepBepoB Ha
6ase Windows u Linux.

MoskeT yxke 6b110 1 npocaylwan. ITo pa3paboTka ¢ Hys uam
Ha 6ase TekyLlei TexHonorum RDS?

C 0 pa3paboTaHbl TaKMEe KOMMOHEHTbI Kak BPOKep, AECKTOM-K/IMEHT, areHT
TEPMUHA/IbHbIW areHT Npu 3TOM A AOCTYNa K CepBEPam Mo nMpoTOKONY
RDP ucnonb3yetcsa RDS cny:6bl.

WHTerpaums c Zvirt 8 yem byaet?

MnaHupyem f06aBUTb BO3MOXKHOCTb aBTOMATUYECKM Pa3BEPHYTb U3
Wwaba0Ha HOBbII cepBep M aBTOMaTUYecKu A06aBUTb ero B rpynny
cepBepos.

Moaneprkuaetca nn pabota CAD cvcTeM NPOEKTUPOBAHUA?
KaKkune Mcnonb3ytoTcs NPOTOKO/IbI LOCTaBKU?

[a, pekomeH0BaHO MUCMO/b30BaTb C NPOTOKONOM RDP, 4To6bl MMeTb
BO3MOXHOCTb Mcnonb3oBaTtb 3D yckoputenu.

CywectByeT v nHTerpauma ¢ DLP cuctemamn n ecnm ga, 1o
Kakumu?

Ha aaHHbI MOMeEHT uHTerpauumu ¢ DLP cuctemamm Her.

KaK peasM3oBaH 3anycK yAaneHHbIX NPUNOKEHWI Ha
Windows? Bce TaK ke Yepes no ¢pakty RemoteApp ot RDS?

He coBcem, ncnonb3yeTca co6CTBEHHbIV areHT Ans BbI30Ba M 3anycka
NPUNONKEHWE, HO A3, Yepes remoteapp HaNPAMYIO C cepsepa NPUNONKEHUIA.

Pabota Ha kaHane 1M6UT noaaep:kmBaeTca? Ha Kakom
npotokone? C Windows 10/11? C Kakumm orpaHuyeHnammn?

[na Windows ncnonbsyetca npotokon RDP. [1ns Linux - npoTokon x2go.
Win10 v 11 gna KAMEeHTOB NoAAepPKUBAIOTCA.

HackonbKo NagaeT NpoM3BOAUTENIbHOCTb TEPMUHANBHOTO
cepBepa? ecau cpaBHMBaTb nepexog ¢ Windows Server RDS
Ha Astra/RedOS/Alt B kauecTtse 6a3bl? He cka3anu Kakue OC
MoryT 6bITb 6a30¥ AN TEPMUHANBHOTO CEPBEPA B BALLEM
cTeke?

Cnuncok OC TepMUHANIbHOTO cepBepa yKasaHo TyT
https://wiki.orionsoft.ru/termit/latest/overview/deployment-
requirements/




A nuueHsumposaHue no cxeme External Connector He
npegnonaraeTca?

TaKkol MeToA NMNLEeH3MpoBaHuA He npegycmoTpeH. CywecTsyto 6eccpouHble
1 CPOYHbIE NnLEH3UN. CpouHble 6bIBaAOT Ha MecsL, 1 rog,.Bropoit Tun
NuLeH3ni — 6eccpouHble. OHU AENATCA Ha UMEHHbIE M KOHKYPeHTHble. C
MMEHHbBIMM JIMLLEH3UAMM BCE NPOCTO: OHW NPUBA3bIBAIOTCA K KOHKPETHOMY
nonb3osatesnto (bamuaum / umenn / yuetHoi 3anucu). Bropsle —
KOHKypeHTHble. OHM NPUMEHSIOTCA B CLEEHapWK, Hanpumep, Koraa oauH
N0/1b30BaTe/b BbILIE U3 CUCTEMbI, IMLLEH3UA 0CBOBOAMIACH U TYT Xe
HOBbIN COTPYAHWUK MOXKET MOAKJ/TIOUUTLCA MO ITOW XKe SIMLEH3UN.

CTPaHHbI MeToA NnoAcyeTa UHAEKCa 3arpysku. noyemy 6bino
He cAenaTb Kak y CUTPUKCa C vmware - rae y4uTbiBaeTcs U
3arpyska cpu, ram, i/o BKyne ¢ MakcMMasibHO BO3MOMHbIM
pasmeLLeHneM ceccuit Ha cepsep

BanaHcvpoBKa Mo meTpuKkam Harpysku 6yaeT B OLHOM U3 CeAyoLmX
penusos.

EcTb M GYyHKLMA OTNPaBKM OTYETOB NO COBBITUAM U ECTb 1N
dyHKLUMOHan cobbiTua, cbop Noros, onoseLleHue.

C60p ¥ arperauma 10ros BO3MOXKEH C UcnosibsoBaHnem SYSLOG,
BCTPOEHHOM CUCTEeMbl OTNPABKU HET Ha AaHHbI MOMEHT.

CCbINIKY Ha 3anucb BebUHapa MOXKHO ByaeT NoNyUUTb?

[a, KoHeuyHo. byaeT paccbinka nocne sebuHapa.

OTKpbIBaKOTCA I BTOPUYHDBIE NPUNOXKEHWA, HANpUMep
npocmoTpLumnk-pdf npu oTKpbITUK daitna 3 oCHOBHOM
nporpammbi?

[a, oTKpblBaeTcA

XoueTca ckayaTb M NONPo60BaThb, MOXKHO CKayaThb C BaLLEro
caiita cepBep/KaneHTbl 6e3 perucrpauun?

Heobxoaumo caenatb 3anpoc Yepes Konner us softline:
E.Kryutchenko@softline.com

TeHeBOe NOAK/IOYEHNE B CECCUIO MONb30BaTENA BO3MOXHO?

H1 2025

PeanusosaHo v B Tepmute "Browser content redirection"
o VDI\TepmuHanbHbIX cepeepos ?

[MoKa He peann3oBaHO

3aKpbITb CECCUIO MONb30BATENA YEPE3 KOMAHAHYIO CTPOKY
MOYHO?

https://wiki.orionsoft.ru/termit/latest/api-guide/




